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ABSTRACT In this work, we evaluate the efficiency of decision-making in two single-mode biometric systems using facial recognition and fingerprints for access control. To do so, we first implemented an embedded system on the Arduino that opens and closes the door, then we programmed two biometric recognition systems, namely facial recognition and fingerprint recognition, and finally, we exploited the Susceptible-Infected-Covered model without demographic data to evaluate the effectiveness of these two access control systems. The variables used in the analysis are the number of individuals enrolled in the biometric system to be subjected to access control (Susceptible), the number of individuals enrolled in the biometric system and denied access by the system, as well as the number of individuals not enrolled in the biometric system and allowed access by the system (Infected), and the number of false acceptance rates and false rejection rates at time t in the systems (Recovered). In a sample of 600 people, partitioned into two balanced classes, 300 enrolled and 300 non-enrolled individuals (who are considered as impostors to allow us to know whether the systems will accept them or not). Based on the experimental tests and using the confusion matrices, our two systems obtained the following results: The facial recognition system has 270 true positives, 30 false negatives, 48 false positives, and 252 true negatives, while the fingerprint recognition system has 288 true positives, 12 false negatives, 24 false positives, and 276 true negatives. Based on the results of these confusion matrices, we used the false rejection rate and false acceptance rate to correct for these imperfections using the SIR model, i.e., 78 infected individuals for the facial recognition system, compared to 36 infected individuals for the fingerprint recognition system which we projected over 216 days. The results show that the fingerprint recognition system is more effective than the facial recognition system, according to the SIR model without demographic formulation.
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I. INTRODUCTION
Epidemiology is the study of the prevalence and causes of health-related conditions or occurrences within a population. It is acknowledged as the field of science that investigates infection in the human population. Epidemiology knowledge is used to investigate, plan, and assess methods for preventing health issues. The SIR and SEIR are two of the fundamental models utilized in epidemiology in this approach. Compared to the SEIR model, the SIR model is the most straightforward [6, 8, 10, 25]. We will focus more on the SIR model rather than the SEIR model for the simple reason that the SIR model is the one chosen for this work than SEIR. The SIR model divides the population into three categories: susceptible (S), infectious (I), and recovered (R). Those who are exposed to the sickness are considered susceptible (S). Those who are infectious (I) are people who have the disease and can actively spread it.
Recovered (R) refers to a class of those who have been exposed to an infection and have developed resistance to it.
The SIR technique is used to create a model for the spread of infectious illnesses among a large population in a closed environment at a specific time. Under several presumptions, the SIR model is an effective model to apply. These presumptions include that the community is set, that there is no genetic resistance that the only ways for people to exit the susceptible group are by being contagious and by recovering from the virus [19, 23, 24].
Immunity is acquired once the person has recovered [5, 7, 9]. SIR models have been used to research the spread of infectious diseases including the flu and dengue since 1760, and severe acute respiratory syndrome.
The epidemiological explanation of the mechanisms of dissemination provided by this mathematical model demonstrates its strength. It makes it possible to monitor the pace of transmission and better understand the mechanism of disease transmission. The SIR model is also applicable in a wide range of industries, including networks, computers, economics, and finance [11, 12, 21].  Because of this, we thought it would be interesting to use it in our current research to assess how effective biometric access control systems are. This study aims to evaluate the performance of two biometric access control systems using fingerprints and facial recognition by the susceptible-infected-recovered (SIR) model, which is used in epidemiology
The contribution of this study is as follows:
a) To prove that the performance of biometric systems can be evaluated using the SIR model;
b) To determine the best access control system between fingerprints and facial recognition;
c) To apply EULER METHOD FOR SIR MODEL to evaluate the performance of biometric access control systems.
II. METHOD
Here is a detailed explanation of the data gathering and analysis procedures used in this study.

A. DATA COLLECTING TECHNIQUES
Data from two biometric recognition systems experiments the facial recognition system and the fingerprint recognition system was gathered. A recognition system that makes use of the confusion matrix findings. Also, we employed bogus acceptance and rejection rates.

B. DATA ANALYSIS TECHNIQUE
The analysis procedure will begin with the model formulation, followed by the computation of the fundamental reproduction number, and eventually getting the numerical solution which, we projected over 216 days, or one academic year. For this phase, we employed the Euler technique for the SIR model without demography (at the rate of six working days multiplied by 4 weeks, during 9 months). SIR model version three without demographic formulation [18, 22]. The access control system population is divided into three categories in the SIR model without demographics: susceptible, infected, and recovered, as shown in (FIGURE 1).


FIGURE 1. Flowchart of SIR model without demographics.

The sections' specifics are [3, 10, 15]. The people who are anticipated to be exposed to access control at a specific moment are referred to as S(t) - Susceptible. Both the number of people who are not enrolled in the biometric system but were given access at time t and the number of people who are enrolled in the system but were denied access are considered to be I(t)- Infected. The incorrect acceptance and rejection rates at time t are recovered as R(t). The parameter is the recovery rate of the number of people who were exposed to access control at a specific period, and the parameter is the transmission rate of the number of people whose access to the systems has been inappropriately granted (false rejections and fake acceptances) [2, 6, 20]. The total population, N at time t is, as formulated in equation (1).
 
N(t) = S(t) + I(t) + R(t).                                                   (1)                                                                         

C. EULER METHOD FOR SYSTEM OF TREE ORDES
In this section, we will present Euler's method for solving the system of three differential equations [17, 18, 19], as formulated in equations (2), (3) and (4):

                                                             (2)
                                                             (3)
                                                             (4)

for step size = h, with the initial conditions.
x(=  , z(= ; the numerical solutions are formulated in equations (5), (6) and (7):
, i=0,1,2,3,...,n-1              (5)
, i=0,1,2,3,...,n-1              (6)
, i=0,1,2,3,...,n-1              (7)

where :  ... and 

D. EULER METHOD FOR SIR MODEL
In this section, we will present the Euler method for solving the susceptible-infected-recovered model without demographics as follows [3, 10, 16, 17], as formulated in equations (8), (9), and (10):

                                                                   (8)
                                                               (9)
                                                                      (10)

where S, I, and R represent, the susceptible, infected, and recovered total number of individuals representing each compartment. N is the total population size, as defined in equations (11) and (12):
Since,
                                                           (11)

Follows that,
                    (12)

The dynamics of the infectious class depend on the following ratio, as formulated in equation (13):
                                                                          (13)
It's called a basic reproduction ratio. This ratio is derived as the expected number of new infections called secondary infections from a single infection in a population. If the value of the reproduction ratio is,



Each infected individual will only infect one other individual, and the disease will eventually die out.  Each infected individual will infect one more individual, and the disease will continue to spread yet remain stable.  Each infected individual will infect other individuals, and the disease will continue to spread and expand, with the potential to become a pandemic.

for step size = h, with the initial conditions.
S(=  , R(= ; (Warning .

The numerical solutions are obtained in equations (14), (15) and (16) [3, 10, 16, 17]:
i=0,1,2,3,...,n-1                                (14)
i=0,1,2,3,...,n-1                      (15)
i=0,1,2,3,...,n-1                                   (16)

where : , we obtain the equations (17), (18) and (19):
                                   (17)
                  (18)
                                       (19)

where: ==, we obtain the equations (20), (21) and (22):
                                         (20)
                        (21)
                                              (22)

where: ==, we obtain the equations (23), (24) and (25):
                                               (23)
                                (24)
                                                   (25)

III. RESULTS
In this part, we analyze two access control systems using facial recognition and fingerprints. In this part, we examine the decisions of two access control systems based on facial recognition and fingerprints and evaluate the performance of both access control systems [11, 12, 13].

A. FINGERPRINTS IMPLEMENTATION
In this part, we will implement a fingerprint-based access control system [1, 3]. It uses an embedded system under Arduino, which offers the possibility to program and configure electronic implementations. Specifically, program an electronic system to open the door automatically [1, 2, 14]. Below are some graphical interface representations of the application, as shown in (FIGURE 2) and (FIGURE 3):
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FIGURE 2. Fingerprints enrolment
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FIGURE 3. Fingerprint Verification

In a sample of 600 people, 300 enrolled and 300 not enrolled, our fingerprint-based single-mode access control system provided the following results: 288 true positives, 12 false negatives, 24 false positives, and 276 true negatives constitute the following confusion matrix [7], as represented in TABLE 1.
TABLE 1 
Individuals distributed in the confusion matrix
	
	E+
	E-

	S+
	288
	12

	S-
	24
	276



Following this result, fingerprint recognition can be used to evaluate the performance of the access control system and can be represented graphically with curves as follows:
where 
Initial conditions: S(= 564 for fingerprint recognition 36 for fingerprint recognition, R(= 0 for both systems. To find : S(= ? , R(= ? (for t<217 days). Given  ;  we obtain the result of the SIR model using fingerprint recognition as follows in (TABLE 2):

TABLE 2
Result of the SIR model by fingerprints
	ti
	S(ti)
	I(ti)
	R(ti)
	S+I+R

	0
	564
	36
	0
	600

	1
	557.232
	39.17   
	3.60
	600

	2
	549.96
	42.53   
	7.52   
	600

	3
	542.16   
	46.07
	11.77   
	600

	4
	533.84   
	49.79   
	  16.38   
	600

	5
	524.98   
	53.67   
	21.36   
	600

	6
	  515.58   
	57.69   
	  26.72   
	600

	7
	505.67   
	61.84   
	  32.49   
	600

	8
	495.25
	66.08   
	38.68   
	600

	9
	484.34   
	70.38
	45.28   
	600

	10
	472.97
	74.70   
	52.32   
	600

	...
	...
	...
	...
	...

	215
	106.46   
	  0.00   
	493.54   
	600

	216
	106.46
	0.00
	493.54
	600



Following this result, fingerprint recognition can be used to evaluate the performance of the access control system and can be represented graphically with curves as follows (FIGURE 4).


FIGURE 4. Graphical output of the SIR model by fingerprints

B. FACIAL RECOGNITION IMPLEMENTATION
In this part of our work, we use an embedded system under the Arduino which gives us the possibility to realize an access control system based on facial recognition systems and to parameterize our programming and electronic achievements. More precisely, it programs electronic systems. Doors open automatically without human intervention [14, 15]. Below are some graphical interface representations of the application, as shown in (FIGURE 5) and (FIGURE 6).
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FIGURE 5. Facial recognition enrolment 
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FIGURE 6. Facial recognition verification

In a sample of 600 individuals, 300 of whom were registered and 300 non-registered, our single-mode input/output monitoring system using face recognition obtained the following results. The 270 true positives, 30 false negatives, 48 false positives, and 252 true negatives make up the following confusion matrix [7], as follows in (Table 3):

TABLE 3. 
Individuals distributed in the Confusion Matrix
	
	E+
	E-

	S+
	248
	1

	S-
	2
	249



Based on these results, we can evaluate the performance of the two systems and represent them graphically as follows:
Where . Initial conditions: S(= 522 for face recognitionfor face recognition, R(= 0 for both systems. To find : S(= ? , R(= ? (for t<217 days). Given  ;  we obtain the result of the SIR model using facial recognition as follows in (TABLE 4).




TABLE 4 
Result of the SIR model using facial recognition

	ti
	S(ti)
	I(ti)
	R(ti)
	S+I+R

	0
	522
	78
	0
	600

	1
	508.428
	83.77
	7.80
	600

	2
	494.23
	89.59
	16.18
	600

	3
	479.47
	95.39
	25.14
	600

	4
	464.22
	101.10
	34.68
	600

	5
	448.58
	106.63
	44.79
	600

	6
	432.64
	111.91
	55.45
	600

	7
	416.50
	116.86
	66.64
	600

	8
	400.27
	121.40
	78.33
	600

	9
	384.07
	125.46
	90.47
	600

	10
	368.01
	128.97
	103.01
	600

	...
	...
	...
	...
	...

	215
	93.92
	0.00
	506.08
	600

	216
	93.92
	0.00
	506.08
	600



Based on this result, which allows us to evaluate the performance of our face recognition system, we can graphically represent it with the following graph (FIGURE 7):


FIGURE 7. Graphical output of the SIR model using facial recognition

From all the tests performed, we can say that the determination of the fingerprint recognition system is better than the determination of the facial recognition system [14].

IV. DISCUSSION
Compared with the work of Sharif [18], which consisted of The Effectiveness of Online Video Marketing on Facebook Using Susceptible-Infected-Recovered (SIR) Mode, our approach was to show that the effectiveness of biometric access control systems can also be evaluated using SIR models. On the other hand, if we look at the work of Mangata [14], which consists of comparative studies between a facial recognition system and a fingerprint recognition system for access control, our approach in this work proves that the results obtained by fingerprints are better than the results obtained by facial recognition, using the SIR model. Some of the limitations and weaknesses of this study are: (a) the SIR model without demographic data is a simplified version of the epidemic dynamics, which does not account for factors such as birth, death, migration, age structure, and heterogeneity of the population. These factors may affect the transmission and recovery rates of the biometric systems, as well as the basic reproduction number, (b) the study only considers two single-mode biometric systems, namely facial recognition and fingerprint recognition, and does not compare them with other biometric modalities or multimodal systems, which may have different performance and robustness, (c) the study does not provide any details on how the facial recognition and fingerprint recognition systems were implemented, such as the algorithms, databases, hardware, and software used, which may affect the reproducibility and validity of the results.
The current page is research that evaluates the performance of two biometric access control systems using facial recognition and fingerprints by the Susceptible-Infected-Recovered (SIR) model, which is used in epidemiology12. The implication of this study is: (a) it shows that the SIR model can be applied to assess the effectiveness of biometric systems in terms of false acceptance and false rejection rates, which are important metrics for security and usability, (b) it demonstrates that the fingerprint recognition system is more efficient than the facial recognition system, according to the SIR model, which means that it has lower false acceptance and false rejection rates, and thus higher accuracy and reliability, (c) it provides a novel and interdisciplinary approach to combine biometrics, embedded systems, and mathematical modeling to solve real-world problems in access control and identity verification.

V. CONCLUSION 
In this work, we use the Euler method to evaluate the effectiveness of two single-mode access control systems based on facial recognition and fingerprints and solve the Susceptible-Infected-Recovered model without demographic data. To evaluate these access control systems, we implemented two biometric authentication systems based on fingerprint and facial recognition. The system can interact with Arduino-based embedded systems to automatically open doors without human intervention. In a sample of 600 people, 300 enrolled and 300 not enrolled, two simple access control systems each provided the following results: The facial recognition system had 270 true positives, 30 false negatives, 48 false positives, and 252 true negatives, while the fingerprint recognition system had 288 true positives, 12 false negatives, 24 false positives, and 24 true negatives, making 276.  These results gave us two confusion matrices. Based on these two confusion matrices, we were able to exploit the false rejection rates and false acceptance rates to correct for these inconveniences using the SIR model, i.e., 78 infected individuals for the facial recognition system, compared to 36 infected individuals for the fingerprint recognition system which we projected over 216 days, i.e. one academic year (six working days multiplied by 4 weeks, for 9 months). In this paper, when comparing the two biometric systems mentioned above, we did not take into account the imprecision of the sensors but rather the positive or negative results of the tests performed. According to all the tests and calculations, the results show that the fingerprint recognition system is more efficient than the facial recognition system, according to the SIR model without demographic formulation.
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