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Abstract Deep learning, especially Convolutional Neural Network (CNN) architectures, has significantly
improved medical image analysis for predicting lung diseases through chest X-ray (CXR) images, including
pneumonia and COVID-19. However, despite achieving high diagnostic precision, CNN models remain
highly susceptible to adversarial attacks, defined as small, visually imperceptible alterations optimized to
exploit non-linear decision boundaries that cause high-confidence mispredictions. This vulnerability
presents a critical concern in clinical settings, where deterministic diagnostic errors directly compromise
patient safety. This paper systematically implements white-box adversarial attacks to quantify the
resilience of CNN models in multi-class CXR image classification. This paper utilizes the COVID-19
Radiography Dataset, comprising four diagnostic categories: COVID-19, Lung Opacity, Normal, and Viral
Pneumonia. A DenseNet-121 architecture was employed for feature extraction, and the trained model was
subsequently subjected to Fast Gradient Sign Method (FGSM) and Projected Gradient Descent (PGD)
attacks under varying L~-bounded epsilon settings. The empirical experiments reveal three critical
findings: 1) The implementation of sub-pixel adversarial attacks causes severe performance degradation,
where the PGD attack constrained at an epsilon of 0.1/255 reduced the global model accuracy from a
baseline of 95.42% to 25.32%; 2) Iterative attacks (PGD) represent the absolute worst-case scenario for
model reliability by efficiently discovering high-dimensional manifold gaps, whereas the model
demonstrates relative resilience to linear, single-step FGSM perturbations; and 3) Gradient-weighted Class
Activation Mapping (Grad-CAM) analysis verifies that this performance collapse is associated with a
deterministic semantic shift, displacing the model's spatial attention from clinically relevant pulmonary
regions toward spurious background noise. In conclusion, this paper empirically proves that despite
exhibiting high accuracy on clean data, unprotected CNNs remain fundamentally unsafe for autonomous
clinical deployment due to their acute vulnerability to gradient-based perturbations, necessitating the
future integration of robust adversarial training frameworks.
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the diagnostic accuracy of complex medical imaging
tasks [5]. Despite their high accuracy, CNN-based
models are vulnerable to adversarial attacks.

l. Introduction

The advancement of Deep Learning (DL) has brought
a drastic change in the automated diagnosis of chest

X-ray (CXR) images [1]. Convolutional neural networks
(CNNs) have demonstrated strong effectiveness in
detecting various lung abnormalities, including
pneumonia, lung opacity, and COVID-19 [1][2][3]. The
model has vast potential to help radiologists and speed
up the diagnosis process. Furthermore, CNNs are
applicable across multiple medical imaging modalities,
not only microscopic images, highlighting the broad
utility of deep learning in medical diagnosis [4]. Recent
research has further confirmed the combination of
ensemble CNNs with Explainable Al (XAl) to improve

Mathematically, an adversarial attack involves adding
a small, optimized perturbation § to a clean inputimage
x, generating an adversarial example formulated as
x' = x + &. To ensure this modification remains visually
imperceptible to clinicians, the magnitude of the
perturbation is strictly bounded by the constraint || § |l
o < e, where ¢ (epsilon) dictates the maximum
allowable attack strength. The objective of this
bounded noise is to force the model into making a high-
confidence misclassification, which leads to substantial
performance drops [6][7]. In the medical domain, such

Manuscript received 27 January 2026; Revised 10 March 2026; Accepted 16 April 2026; Available online 26 April 2026

Digital Object Identifier (DOI): https://doi.org/10.35882/jeeemi.v8i2.1506

Copyright © 2026 by the authors. This work is an open-access article and licensed under a Creative Commons Attribution-ShareAlike 4.0

International License (CC BY-SA 4.0).

769


https://jeeemi.org/index.php/jeeemi
https://portal.issn.org/resource/ISSN-L/2656-8632
https://doi.org/10.35882/jeeemi.v8i2.1506
https://creativecommons.org/licenses/by-sa/4.0/
https://orcid.org/0009-0000-9428-2747
https://orcid.org/0009-0005-2412-7756
https://orcid.org/0000-0001-6631-9880

Journal of Electronics, Electromedical Engineering, and Medical Informatics

Homepage: jeeemi.org; Vol. 8, No. 2, April 2026, pp: 769-788

e-ISSN: 2656-8632

vulnerability is of utmost importance as it could lead to
potentially life-threatening misclassifications of patients
[2][8][9]. Many studies have shown that high-
performing deep learning models on common datasets
could have disastrous performances when faced with
substantially different inputs, thus raising substantial
concerns about their clinical safety [7][10][11][12][13].
The vulnerability of Al models to adversarial attacks is
not only a concern in the medical image data, but has
also been consistently demonstrated in text-based
medical data, where generative adversarial attacks can
take advantage of vulnerabilities in clinical text
processing models [14]. Moreover, recent reviews in
the radiology field have emphasized that both white-
box and black-box attacks could decrease model
performance metrics, such as AUC, to near zero, thus
underlining the importance of thorough security
analyses [15][16]. This includes not only evasion
attacks but also backdoor attacks, which are a rapidly
increasing trend in deep learning security threats [17].

Among the different adversarial attack types, Fast
Gradient Sign Method (FGSM) and Projected Gradient
Descent (PGD) are recognized as effective gradient-
based attack approaches [6][7][18]. FGSM involves
adding a one-step perturbation in the direction of the
loss gradient, whereas PGD involves iterating to create
images that look the same to humans but are different
to the model [7]. Recent reviews highlight the
importance of recognizing that these attacks target the
inherent weaknesses of model training, requiring a
comprehensive taxonomy of detection and defense
strategies [19][20]. In previous studies, PGD s
considered a robust adversary baseline to evaluate the
model's robustness against gradient-based attacks [2].
Recent studies also indicate that these weaknesses
are not only present in classification models but also in
segmentation models involving feature statistics
transformation [15] and federated learning frameworks,
where privacy-preserving protocols can be attacked
[16].

However, current studies on medical imaging
attacks rely mostly on quantitative metrics, such as
accuracy scores. This approach hides the true cause
of the failure. Specifically, there is a distinct absence of
research utilizing Grad-CAM to track how the model's
attention shifts specifically within the COVID-19
Radiography Dataset during an attack. Previous work
does not explain whether the model is merely flipping a
label or if it is fundamentally looking at the background
instead of the lungs. This paper fills that gap by
investigating a phenomenon we formally define as
semantic decoupling. We characterize semantic
decoupling as the systematic, forced separation
between the true pathological features present in the
image and the models' learned spatial attention. Under
this condition, the model's predictive focus completely

diverges from clinically relevant anatomical structures
(e.g., pulmonary opacities) and rigidly anchors onto
spurious, non-diagnostic background noise. We go
beyond simple test scores to measure this topological
divergence, explicitly quantifying the shift using spatial
similarity metrics across Grad-CAM activation maps to
show exactly how these attacks break the link between
the disease features and the model's prediction.

Based on these situations, this paper implements
FGSM and PGD to simulate the resilience of CNN
models in the CXR image classification. To be more
specific, this paper aims to: 1) evaluate the magnitude
of the effect of attack parameters on CNN performance,
and 2) understand the shift in model inference focus
post-attack through Grad-CAM visualization [21][22].
The proposed experiments are expected to provide in-
depth insight into the vulnerability of medical Al models
for the development of future defense mechanisms
[23]. This paper delivers several contributions as
follows:

e Robustness evaluation of DenseNet-121 against
FGSM and PGD adversarial attacks on CXR
images.

e The model shows significant performance
degradation under iterative PGD attacks (e =
0.1/255), where the accuracy drops to 25.32%.

e PGD outperforms FGSM in exploiting high-
dimensional vulnerabilities, especially at low epsilon
values.

e  Grad-CAM reveals semantic decoupling by showing
attention shifts from pathological regions to
background noise.

Il. Method

This section details the architectural framework used to
construct the adversarial attack system proposed in
Fig. 1. The primary data source utilized in this paper is
the COVID-19 Radiography Dataset, a publicly
accessible repository provided by researchers from
Qatar University and the University of Dhaka, which
can be  found at the following link
(https://www.kaggle.com/datasets/tawsifurrahman/cov
id19-radiography-database) [1]. To ensure a
reproducible and systematically structured
investigation, the proposed methodology follows four
distinct operational stages: initial dataset acquisition
and strict preprocessing to standardize input vectors,
the configuration of the CNN architecture and specific
training protocols for optimal feature extraction, the
rigorous mathematical formulation of the gradient-
based adversarial attack techniques, and finally, the
execution of quantitative evaluation metrics alongside
Grad-CAM interpretability protocols to accurately
measure structural failure.

Manuscript received 27 January 2026; Revised 10 March 2026; Accepted 16 April 2026; Available online 26 April 2026

Digital Object Identifier (DOI): https://doi.org/10.35882/jeeemi.v8i2.1506

Copyright © 2026 by the authors. This work is an open-access article and licensed under a Creative Commons Attribution-ShareAlike 4.0

International License (CC BY-SA 4.0).

770


https://jeeemi.org/index.php/jeeemi
https://portal.issn.org/resource/ISSN-L/2656-8632
https://doi.org/10.35882/jeeemi.v8i2.1506
https://creativecommons.org/licenses/by-sa/4.0/
https://www.kaggle.com/datasets/tawsifurrahman/covid19-radiography-database
https://www.kaggle.com/datasets/tawsifurrahman/covid19-radiography-database

Journal of Electronics, Electromedical Engineering, and Medical Informatics

Homepage: jeeemi.org; Vol. 8, No. 2, April 2026, pp: 769-788

e-ISSN: 2656-8632

£ STAGE 1: DATA ACQUISITION
& PREPROCESSING

3% STAGE 2: CNN MODEL ARCHITECTURE

Total 21165 images ImageNet Pretrained DENSE BLOCK 1
S Fal| Standardization . (L=6 layers)
\ D = {(zi,y:) }iey Pipeline INITIAL PROCESSING Dense Connectivity:
DenseNet-121 (757 Conv (Stride 2), BN, RalU | w1 = il 21, zia))
(=] R INPUT LAYER
w .[ 8 _f(“‘- 0) >3 Input Image: 2242243 [ 3%3 MaxPool (Stride ) e
Brayscaie 2 x56x Kot = ki + (L X k) [k = 32)
il Output: 56x56x64 I +(Lx k) |
coviD-19 [ ouy 56
| Resize ,
| »  (3224x22) DENSEBLOCK 3 DENSE BLOCK 2
(L=24 layers) (L =12 tayers)
. Transition Layer 2 Transition Layer 1
e ey . Denss Connectiky:: | (1x1 Cony, 2x2 AvgPool) - Derae Connecaviys;._ | (1x1 Cony, 2x2 AvgPool)
Opaci norm == Hillzg, 21, 2104)) Channel Compression: |2 = Hillzo, 210 24} Channel Compression:
macinet S v, 1 Feature Growth Tiow = 0 x ] _[9=05) (€] Feature Growth ot = 10 % mia| 0= 05)]
T Kot = ki + (L% k) [l =32 [Output: 1ax1ax256 | Kot = ki + (L x ) [k =32 [ output: 28x28x128 |
Output: 14x14x1024 | Output: 28x28x512
—~ || ] -
Train (80%) ) DENSE BLOCK 4
Val (10%) (L=16 layers) Classification Layer
e O} Transition Layer 3 Dense Connectivit i
(1x1 Conv, 2x2 AvgPool) Y ] Fully Connected (FC) Layer Global Av[::g: Pociing
Channel x = Hi(|y, 21, 211)) [y=Wz+b)
= 5 A:ﬁm:ﬂé:llk:n ann Lyl [ | (y=Wz+b] ‘maps spatial dims:
Viral Pneumonis ai X 5
4 Mowt = 10X min| [0=05 Feature Growth Output: 4 Classes [Exw=1x1]
N - = F =92 (COVID, Lung. Opacity, Normal, ==l
@F < [ output: 7x7x512 (Ko = ki 4 (L 5 K) [k =3 Viral Preumonia) Output: 1x1x1024
Fip Rotation | output: 7x7x1024

l

A\ STAGE 3: ADVERSARIAL ATTACK ENGINE

Clean Data Path (Baseline)

Gradient-Based Pertubation Generator

[Ty — PGD (iterative Projected Descent)

Zoao = 2 + € -sign(V, (8, 7,y)) + K
— Gradient
N V.L Step E :]
——p (Gradiient Loss) (o)

= Iterations (t=1.T)

Epsilon Severity (¢)

Pertubed X-Rays

(imporceptible Noise)

@ STAGE 4: COMPREHENSIVE PERFORMANCE

7 STAGE 5: XAIINSIGHT &
EVALUATION % VISUALIZATION(GRAD-CAM)

v U
ATTACKED DATA

asolis

High F1-Scores.

Correct Pathological Attention

FGSM Attack Shift
Edge Artifact Distraction

Semantic Feature Destruction

|

CONCLUSION:

High Accuracy # Robustness.
Critical need for defense
mechanisms in Medical Al.

Fig. 1. Diagram Architecture and Adversarial Attacks Pipeline

A. Data Acquisition and Preprocessing

The acquired dataset comprises a total of 21,165 CXR
images systematically categorized into four primary
diagnostic groups: Normal (10,192 images), Lung
Opacity (6,012 images), COVID-19 (3,616 images),
and Viral Pneumonia (1,345 images) [1]. Sample

Table 1. Distribution of COVID-19 Radiography
Dataset

C;:tleagfsry N:J:a';ir:f Percentage (%)
Normal 10,192 48.15%
Lung Opacity 6,012 28.41%
COVID-19 3,616 17.08%
Pne\l/Jirrr?(l)nia 1,345 6.36%
Total 21,165 100%

images representing each pathological category are
presented in Fig. 2. The distribution of the dataset used
in this paper is detailed in Table 1.

Preprocessing is fundamental. It ensures that all
medical image data maintains identical quality and
formatting before input into the CNN model. We
designed this process to prepare raw data for optimal
machine learning performance without stripping critical
diagnostic information. Initially, we collected all image
paths and labels using Python. We then partitioned the
dataset using stratified sampling to strictly maintain
class balance: 80% for training (16,932 images), 10%
for validation (2,116 images), and 10% for testing
(2,117 images). We applied rigorous preprocessing
procedures to every image to guarantee consistent
input vectors. First, we converted the input format from
grayscale to RGB. While CXR images lack inherent
color information, this transformation is mandatory to
align input channel dimensions with the DenseNet-121
architecture, which uses pretrained weights from the
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Representative Samples: COVID-19 Radiography Database
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Fig. 2. Chest X-Ray Dataset COVID-19 Radiography Dataset Sample Images

ImageNet dataset [1][21]. Next, we resized all images
to the dimensions of 224 x 224 pixels. Finally, we
mathematically formulated the pixel intensity
normalization. Let x(¢) denote the original pixel intensity
of the resized image for the color channel ¢ € {R, G, B}.
The normalized pixel value xflf,)rm is calculated using Z-
score standardization as shown in Eq. (1) [1][21] :

(©) _ x(c) — U

norm O_C (1 )

where u. and o. represent the ImageNet mean
([0.485,0.456,0.406]) and standard  deviation
([0.229,0.224,0.225]) for each respective channel. This
application of ImageNet-derived statistics normalizes
the distribution of novel data and significantly expedites
convergence during transfer learning. The subsequent
processing flow implements conditional phases based
on data subsets. Specifically, for the training data, we
employed data augmentation techniques, including
random horizontal flips and 10° random rotations. This
enhancement augments training diversity, thereby
improving model generalizability and mitigating
overfitting risks [24]. We strictly excluded augmentation
from the validation and testing datasets to maintain

consistency and
evaluation.

B. The architecture of CNN

We selected DenseNet-121 as the primary feature
extractor due to its dense connectivity pattern, which
mitigates the vanishing gradient problem and
encourages aggressive feature reuse [10][21]. Unlike
traditional architectures that sum feature maps,
DenseNet concatenates the output feature maps of all
preceding layers. Formally, let x; be the output of the -
th layer. The feature propagation in a dense block is
defined as in Eq. (2) [10][21]:

x; = Hy([%0, %1, ) X1-1]) )

where [...] denotes the concatenation operation of
feature-maps produced in layers 0, ...,l — 1, and H;(*)
represents a composite non-linear transformation
comprising Batch Normalization (BN), Rectified Linear
Unit (ReLU), and Convolution (3 x3). Recent
advancements further support this choice, as similar
architectures like DenseNet-201 and attention-based
variants have demonstrated superior interpretability and
robustness in  multi-class  classification  tasks
[18][25][26]. Furthermore, extensive assessments in

impartiality during performance
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related fields confirm the efficacy of transfer learning with
pre-trained architectures for optimal feature extraction
[26][27].

We initialized the model with pretrained weights from
ImageNet to minimize convergence time. Structurally,
we modified the architecture by converting the final
classifier into a linear layer mapping to a four-class
output dimension. For optimization, we utilized the Adam
optimizer with an initial learning rate of 10-4 and a batch
size of 32. We executed training for a maximum of 50
epochs, optimizing the network parameters 6 using the
standard categorical Cross-Entropy loss function,
formally defined as shown in Eq. (3) [7][28]:

K

J(0,x,y) = Zyi log ()
i=1

where K =4 represents the number of diagnostic
classes, y; is the binary indicator of the ground-truth
class, and §; is the predicted softmax probability.
Crucially, in our threat model, both FGSM and PGD
adversarial attacks utilize the exact gradients from this
identical loss function J(8,x,y) to construct
perturbations, representing a strict white-box attack

@)

adversarial attacks, specifically the Fast Gradient Sign
Method (FGSM) and Projected Gradient Descent
(PGD), on the CNN model post-training. This step
evaluates resilience against gradient-based
perturbations [2][7]. Such assessments are critical.
Recent research on pretrained models indicates that
ensemble attacks and region-guided attacks often inflict
more damage than singular attack vectors [28][29].
Moreover, the threat landscape is evolving; physical
attacks on smart systems and vulnerabilites in
foundation models highlight the need for rigorous testing
[29][30].

1. Fast Gradient Sign Method (FGSM)

The Fast Gradient Sign Method (FGSM) is a "one-shot"
attack algorithm grounded in the linearity hypothesis of
high-dimensional neural networks. As formulated by
Kansal et al. [7] and analyzed by Rahman et al. [28],
FGSM approximates the optimal adversarial
perturbation by assuming the model's decision
boundary remains linear in the local vicinity of the input.

We compute the adversarial example x4, by taking
a single step along the sign of the loss function's
gradient V_J(6,x,y) with respect to the input image x
[7][28]. Eq. (4) [7][28] defines this calculation:

3. ADVERSARIAL OUTPUT

1. INPUTS 2. ADVERSARIAL PERTURBATION GENERATION

f Forward Pass & Loss Calculation )
> Label
Loss = J(8, x, Ylarget) Normal
( Gradient Computation
COVID-19 X-Ray (x)
COVID-19 X-Ray (x) GradieHE (Ll 2o + Adversarial COVID-19
ox X-Ray (X,q4, =X +1)
( ) i [ Model Predicti ]
Target Model (8) ¥ s’ sl
Sign Extraction & Scaling %
Mg Perturbation (n) = € - sign(V,J) . i " Scaled &
Perturbation (ﬂ) Normal COVID-19
.. Scaled Misclassification:
Magnitude (s) Perturbation ()

"Normal” (High Confidence)

> \ J

Fig. 3. lllustration of Fast Gradient Sign Method (FGSM)

scenario rather than relying on a surrogate model
approximation. To prevent overfitting, we implemented
an early stopping mechanism with a patience parameter
of 5.

C. Adversarial Attack Techniques

This section outlines the mathematical formulations and
implementation methodologies for the gradient-based
attacks used to assess model resilience. We executed

Xaay = X + € - sign(V,J (6, x,)) (4)

Here, y denotes the ground-truth label, 6 represents
the model parameters, J(0,x,y) is the classification
loss function (e.g., cross-entropy), and € is a
hyperparameter constraining the maximum
perturbation strength. To systematically evaluate the
model's robustness, we applied FGSM across a
spectrum of sub-pixel perturbation bounds € € {0.01/
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255,0.025/255,0.05/255,0.1/255,0.3/255}. Due to its
single-step nature, FGSM generates perturbations that
correlate highly with the raw gradient of the image
structure. This creates noise that does not distribute
randomly. Instead, it concentrates on high-frequency
spatial features, such as object boundaries. Fig. 3
visually  exemplifies this  characteristic.  The
perturbation manifests as structured noise clinging to
anatomical edges, such as rib cages and clavicles.
These "edge artifacts" distort the structural integrity of
the Region of Interest (ROI) by exploiting the model's
reliance on shape-based features [6][18].

2. Projected Gradient Descent (PGD)

To overcome the limitations of single-step
approximations, we employed Projected Gradient
Descent (PGD). This method is widely recognized as
the "universal" first-order adversary [2]. Fig. 4 illustrates
this phenomenon, visualizing the "salt-and-pepper"

2. ITERATIVE PERTURBATION GENERATION (FOR t=0 to T-1)

As shown in Fig. 4, the iterative refinement of PGD
results in a fundamentally different perturbation profile
compared to FGSM. This scattered perturbation
disrupts the semantic coherence of the image globally
rather than locally, allowing the attack to exploit
inherent vulnerabilities in the model's feature extraction
mechanism that simple linear probes cannot reach
[2][22]. The selection of attack hyperparameters for this
iterative process is mathematically ruled by the
optimization dynamics required to fully exploit the Loo-
constrained space. Consistent with our FGSM
evaluation, we tested PGD across the sub-pixel
spectrum € € {0.01/255,0.025/255,0.05/255,0.1/
255,0.3/255} [7][10]. We deterministically set the step
size to a = €/4 and the maximum iterations to N = 10.
This specific configuration provides a rigorous
mathematical guarantee of spatial coverage; the total
traversable distance during optimization, N -« = 10 -

3. ADVERSARIAL OUTPUT

1. INPUTS
’ (" Gradient Calculation
l l |
; _ dLoss Final Adversarial Image (x
COVID-19 X-Ray (x,) Current Adversarial Image (x,) Gradient (/) = =55 ge (x7)
v
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Target Model (8) —r Repeatfor renurbatwn Steé (FGSM) — i T
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. J ¥ = 3

Fig. 4. lllustration of Projected Gradient Descent (PGD)

style noise characteristic of iterative optimization. PGD
formulates the attack as an iterative optimization
problem constrained within an e-ball. Unlike FGSM,
PGD iteratively ascends the loss landscape. It
recalculates the gradient at each step to navigate non-
linear decision boundaries effectively [23]. Eq. (5)
[2][23] defines the update rule for the t-th iteration:

X =M o (xt + a - sign(VJ(6,x4, ) (5)

Here, x! is the adversarial image at iteration t, « is the
step size, J(6,x%,y) is the loss function, and II,,¢
denotes the projection operator. This operator clips the
perturbed image back into the feasible set S (the e-
neighborhood of x) to ensure the perturbation strictly
remains within the defined constraints.

(e/4) = 2.5¢, strictly exceeds the theoretical diameter
of the Loo-ball (2¢). Consequently, from any random
initialization x° € S, the gradient ascent trajectory is
mathematically guaranteed to span the entire feasible
perturbation volume and securely converge to a strong
local maximum within the loss landscape [2][31]. Such
rigorous parameterization is mandatory to prevent sub-
optimal optimization, which often leads to a false sense
of robustness (gradient masking) in medical Al
evaluations [15], as well as in privacy-preserving
protocols [16].

D. Model Performance Evaluation

We evaluated the model's diagnostic performance and
its degradation under adversarial conditions using
standard quantitative metrics: Accuracy, Precision,
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Recall, and F1-score [7][23]. To standardize the
interpretation across our multi-class framework, let TP
denote True Positives, TN denote True Negatives, FP
denote False Positives, and FN denote False Negatives
for a given class. The metrics are formally defined as
follows at Eq. (6) - (9) [7][23]:

TP+TN

= 6
Accuracy = 4o TN ¥ FP + FN ©)
TP
o .
Precision TP FP (7)
TP
R = 8
ecall = 75 FN (®)

1 _ 5 Precision - Recall )
score = Precision + Recall

We applied these exact formulations to both the original
and adversarially perturbed test sets to measure the
specific performance weakening caused by the FGSM
and PGD attacks. Such rigorous quantitative
assessment is essential, as the potential for gradient-
based attacks to invisibly compromise model integrity
demands precise impact analysis [9][28]. We
complemented this quantitative assessment with
qualitative interpretability using Gradient-weighted Class
Activation Mapping (Grad-CAM) [21][22].
Mathematically, Grad-CAM utilizes the gradient
information flowing into the last convolutional layer of the
DenseNet-121 architecture to assign importance values
to each neuron for a specific class prediction. Let A*
represent the k-th feature map activation of the final
convolutional layer. The neuron importance weights aj
for a target class ¢ are computed by globally averaging
the gradients of the predicted class score y°¢ with respect
to the feature map pixels Ai-‘j as follows at Eq. (10)
[21][22] :

Training and Validation Accuracy

0.96 /

0.94 4

Accuracy

0924

—&— Training Accuracy
validation Accuracy

1 2 3 4 5 6 7 8 9

e 1 ay°
ak_ZZZaAIicj (10)

where Z is the total number of pixels in the feature map.
The final spatial localization map LS,,q-cam 1S
subsequently generated by applying a ReLU activation
to the linear combination of the forward activation maps
as follows at Eq. (11) [21][22]:

Liraa-can = ReLUCY  af 4°) (11)

This formulation ensures that only features having a
positive influence on the target class are highlighted.
This method effectively identifies causal pathological
lesions in complex medical tasks, including COVID-19
detection [32][33][34][35]. Recent comparisons highlight
the necessity of selecting interpretability tools that are
rigorously grounded in model gradients to accurately
depict network behavior and build clinical trust [36].

Ill. Result

This section presents experimental findings. We
evaluate model robustness through quantitative
performance metrics and qualitative Grad-CAM
interpretability maps. Table 2 summarizes the
performance comparison between the Original (Clean)
data, FGSM-perturbed data, and PGD-perturbed data.
A. Model Performance on Original Data

The DenseNet-121 model achieved an overall accuracy
of 95.42% on the original test set. The architecture's
dense connectivity allows efficient feature propagation.
By reusing features from preceding layers, the network
captures fine-grained local textures and high-level
semantic patterns essential for identifying lung opacity
and consolidation [10][21]. Training dynamics exhibited
stability; as shown in Fig. 5, the loss curves converged
with minimal oscillation. The close alignment between

Training and Validation Loss

—e8— Training Loss
0.30 Validation Loss

0.25 4

Fig. 5. Training and Validation a) Accuracy, b) Loss.
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Table 2. Model Performance Comparison: Original vs. Adversarial Attacks (e = 0.1/255)

Category Metric Original (Clean) FGSM Attack PGD Attack
COVID-19 Precision 0.9914 0.4844 0.154

Recall 0.9586 0.5138 0.1796

F1-Score 0.9747 0.4987 (| 48.83%) 0.1658 (| 82.99%)
Lung Opacity Precision 0.9566 0.4576 0.096

Recall 0.9153 0.4568 0.113

F1-Score 0.9355 0.4572 (| 51.13%) 0.1038 (| 88.90%)
Normal Precision 0.9368 0.6989 0.4095

Recall 0.9745 0.6742 0.3288

F1-Score 0.9553 0.6863 (| 28.16%) 0.3647 (| 61.82%)
Viral Pneumonia Precision 0.9847 0.7181 0.4024

Recall 0.9627 0.7985 0.5075

F1-Score 0.9736 0.7562 (| 22.33%) 0.4488 (| 53.91%)
Overall Accuracy Accuracy 95.42% 59.28% 25.32%

training and validation loss indicates the model
generalized to unseen data without overfitting, yielding
baseline precision. The "Original (Clean)" column in
Table 2 reveals that the COVID-19 and Viral Pneumonia
classes achieved F1-scores exceeding 0.97. Fig. 6
displays the confusion matrix, confirming the low
misclassification rate on clean data. This indicates the
model recognized typical radiological patterns, such as
bilateral ground-glass opacities, which are distinct
markers of viral infections [1]. This aligns with prior
studies confirming that Transfer Learning from
ImageNet captures global features relevant to COVID-
19 [1][21]. The Lung Opacity class yielded comparatively
lower performance in recall, suggesting the model
occasionally misclassifies non-specific opacities with
other pathologies [24].

B. Model Performance on Perturbed Data

Experiments using FGSM and PGD at epsilon
€=0.1/255 resulted in measurable performance
degradation.

1. Classification Metric Analysis

To confirm the statistical variance of the observed
performance degradation under attacks, we computed
the 95% Confidence Intervals (Cl) for accuracy based
on the exact binomial proportion limits [37][38][39]. On
the original clean test set (N=2,117), the model
achieved an accuracy of 95.42% (95% CI: 94.53% -
96.31%). Under the FGSM attack (e=0.1/255), the

global accuracy decreased to 59.28% (95% CI: 57.19%
- 61.37%) [37][38][39][40]. We applied McNemar's test
with a continuity correction on the paired nominal
predictions (Clean vs. FGSM). The test yielded a

Confusion Matrix (Original Test Set)
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5 - 200
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Fig. 6. Confusion Matrix on Original Dataset

statistically significant difference (x2=763.00,p<<0.001)
[37][38][39], proving that the structural alteration under
single-step linear perturbations is deterministic. Fig. 7
visualizes this impact in the FGSM confusion matrix.
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The iterative optimization of the PGD attack caused
further degradation. As shown in Table 3, the accuracy
dropped to 25.32% (95% ClI: 23.42% - 27.12%).

Table 3. Attack Success Rate (ASR) Comparison
(e =0.1/255)

Model Accuracy on Attack Success

Method Adv (%) Rate (ASR %)
FGSM 59.28 40.72
PGD 25.32 74.68

McNemar's test for Clean vs PGD predictions
confirmed  statistical  significance (x2=1483.00,
p<«0.001). The absolute non-overlap between the

Misclassification Trends under FGSM Attack (£ = 0.1/255)
Accuracy: 59.28%

186 o7 % 10
covio (51.4%) (18.5%) (27.3%) (2.8%) 600

F
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£ z
- ! 149 275 172 6 3
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i 400 3
< g
2 a8
8 300 ©
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Fig. 7. Confusion matrix detailing misclassification
trends under the FGSM attack (€=0.1/255). The
matrix illustrates the absolute sample count and
class-normalized percentages, demonstrating how
single-step linear perturbations predominantly
compromise the prediction of Lung Opacity and
COVID-19 cases.

lower bound of the clean Cl (94.53%) and the upper
bound of the PGD CI (27.12%) systematically proves
that iterative methods efficiently exploit high-
dimensional curvature within the model's decision
boundary [2][7][37][38][39][40][41].

The expanded class-wise F1-score comparisons in
Table 2 reveal asymmetric feature robustness [42][43].
The explicit calculation of F1-score degradation
demonstrates that the Lung Opacity and COVID-19
classes experienced reductions of 88.90% and 82.99%
under PGD attacks, respectively. This indicates that the
latent features defining these classes (e.g., subtle
ground-glass opacities) lie close to the decision
boundary, making them susceptible to gradient

exploitation  [2][42][43]. Conversely, the Viral
Pneumonia class exhibits relative resilience,
experiencing a significantly lower F1-score drop
(53.91% under PGD and 22.33% under FGSM)
[38][42][43]. This distinct class-wise variance confirms
that classes relying on diffuse, low-contrast textural

Misclassification Trends under PGD Attack (g = 0.1/255)
Accuracy: 25.32%

N 65 19 151 27
covin (18.0%) (32.9%) (41.7%) (7.5%)
400
224 68 26
Lung_Opacity (37.2%) (11.3%) (4.3%)

w
=]
=]

True Diagnosis (Ground Truth)
Absolute Sample Count

48 B
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& o « S
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Fig. 8. Confusion matrix detailing misclassification
trends under the PGD attack (€=0.1/255). Each cell
presents the absolute sample count alongside its
class-normalized percentage, explicitly quantifying
the asymmetrical vulnerability of the DenseNet-121
architecture, where the Lung Opacity class suffers
near-total predictive collapse.

patterns  are  disproportionately = compromised
compared to those characterized by macro-structural
abnormalities. Fig. 8 illustrates the extensive
misclassification under PGD. At a sub-pixel magnitude
of €=0.1/255, PGD achieved an ASR of 74.68%
[37][38][40]. Escalating the perturbation bound to
€=0.3/255 forced the ASR to 99.95%. These findings
confirm that baseline high performance on clean data
does not correlate with resilience against structurally
optimized sub-pixel attacks [9][10][38][40][44].

2. Visual Progression and Grad-CAM Analysis

We utilized Gradient-weighted Class Activation Mapping
(Grad-CAM) to interpret the quantitative metrics
[22][45][46][47][48]. We formalized the measurement of
spatial attention displacement using Cosine Similarity
(Sc) between the flattened activation maps of the clean
(M, jeqn) and perturbed (M,,,) images [45][47][48][49].
The similarity score is defined as shown in Eq. (12)
[45][49]:
S. = Miean * Maay
.=
Il Mclean i Madv I

This mathematically quantifies the degree of semantic
retention [45][47][48][49]. Empirical analysis reveals that

(12)
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PGD Progression Analysis: Original Class 'Normal'
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Fig. 9 (a). Visualization of PGD in Normal Class: Prediction shifts to COVID-19

PGD Progression Analysis: Original Class 'Lung_Opacity'
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Fig. 9 (b). PGD Visualization on Lung Opacity Class: Model attention is dispersed, causing
misclassification to COVID-19
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PGD Progression Analysis: Original Class 'COVID'
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Fig. 9 (c). PGD Visualization on COVID-19 Class: Model attention is dispersed, causing misclassification
to Viral Pneumonia
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Fig. 9 (d). PGD Visualization in Viral Pneumonia Class: Prediction of turning into COVID-19 due to
disturbance in pulmonary features
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- FGSM ProEgression Analysis (Auto-Enhanced Noise): Class 'Normal'
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Fig. 10 (a). FGSM Visualization in Normal Class: Disturbances in organ edges trigger COVID-19
prediction
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Fig. 10 (b). FGSM Visualization of Lung Opacity Class: Grad-CAM focus shifted extreme to shoulder
area
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FGSM Progression Analysis (Auto-Enhanced Noise): Class 'COVID'
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Fig. 10 (c). FGSM Visualization on COVID-19 Class: Model shows high resistance; predlctlons remain
accurate (100%) despite visual noise
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Fig. 10 (d). FGSM Visualization on Viral Pneumonia Class: Gross disturbance pattern leads to prediction
change to COVID-19.
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the PGD attack (€=0.1/255) induces two distinct, class- adversarial conditions. In the original data, high
dependent modes of topological shift. In the COVID-19 confidence was correlated with correct predictions
category, PGD induced semantic inversion [40][44]. This (96.05% average confidence). On the perturbed data,
is evidenced by a high spatial correlation (Sc=0.79), the model maintained an average confidence score of
indicating that the model's spatial attention remained ~ 85.42% for PGD despite an accuracy of 25.32%. In a
anchored on pulmonary structures. However, the  clinical  diagnostic  pipeline,  this  confident
adversarial noise synthesized localized textural features misclassification introduces specific operational risks
inside these boundaries, forcing the model to misclassify  Taple 4. Original vs Perturbed (Epsilon 0.1/255)
COVID-19 cases as Viral Pneumonia with high  Comparison

confidence [40][44]. Conversely, the Normal and Lung

Opacity classes exhibited semantic decoupling Dataset A SAttack Avg.
[46][47][48][49]. The iterative optimization degraded the atase CC},J racy uccess Confidence
. T Type (%) Rate (ASR o

spatial coherence of the feature maps, resulting in a %) (%)
mathematical divergence in attention (Sc<«0.50). The °
model's attention shifted away from the pulmonary Original 95.42 - 96.05
regions to background artifacts [21][22][46][47][48][49]. FGSM 59.28 40.72 82.16
The heatmaps reveal concentrated activation in non-

PGD 25.32 74.68 85.42

diagnostic edge zones. This explicitly links the concept
of semantic decoupling to empirical metric collapse  [2][7]. Adversarial False Negatives (e.g., misclassifying
[18][40][44][45][47][49]. Fig. 9 (a-d) depicts these = COVID-19 as Normal with 85% confidence) could lead
progressive shifts. Against FGSM, the DenseNet-121 to the inappropriate discharge of contagious patients.
model maintained higher prediction probabilities for the Conversely, Adversarial False Positives (e.g.,
COVID-19 class at € =0.1/255. However, FGSM misclassifying a healthy scan as COVID-19) could
effectively shifted predictions for Normal and Lung trigger unwarranted quarantine protocols and the

Opacity classes [2]. Fig. 10 (a-d) presents these results. misallocation of limited medical resources.
2. Resilience Profile: Sub-Pixel Sensitivity
Robustness Profile: Accuracy Degradation on Sub-Pixel & Micro Noise
Assessment

A fine-grained sensitivity analysis was conducted using
sub-pixel epsilon intervals to evaluate the models’
performance threshold. Fig. 11 illustrates the
degradation curves: FGSM causes a linear decline,
whereas PGD triggers an immediate exponential drop.

Table 5 details the models’ sensitivity to single-step
linear perturbations. At € = 0.1/255, FGSM yields an
s A ASR of 40.72%, after which the degradation curve

4 S ] exhibits a plateau, indicating that single-step attacks
reach a computational limit when navigating non-linear
Fg, 11 Robustness Profls Accuracy Degradation  *oure s 1 0 ceriet, Tahe 0 pesents, e
in Sub-Pixel & Micro Noise epsilon of €=0.1/255, the accuracy is 25.50%.
Escalating the perturbation to €=0.3/255 reduces the
accuracy to 0.04%. These data empirically confirm that

acy ()

Model Accur

o E
Noise Strength (Epsilon Value]

C. Profiles between Original and Perturbed Models
1. Original vs. Perturbed Model Performance Table 6. Sub-Pixel PGD Experiment

Comparison Attack

Table 4 compares the performance metrics of the Label Ep\7i||o n Acc:;racy Success Rate
original and perturbed models. The original model a (%) (ASR %)

achieved a baseline accuracy of 95.42%. Under the
PGD attack, the accuracy decreased to 25.32%. This 0.1/255 0.000039 92.820028 7179972

quantitative shift signifies that the CNN's decision 0.025/255 0.000098 86.301370 13.698630

boundary is mathematically susceptible to gradient-
based perturbations [2][23]. Analysis of the confidence 0.05/255 0.000196 66.650921 33.349079

scores indicates a systemic misalignment between 0.1/255  0.000392 25.507794 74.492206

prediction accuracy and model certainty under 0.3/255 0.001176 0.047237 99.952763
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Table 5. Sub-Pixel FGSM Experiment

Label Epsilon Accuracy  Attack Success

Val (%) Rate (ASR %)
0.1/255 0.000392 59.282003 40.717997
0.2/255 0.000784 32.876712 67.123288
0.3/255 0.001176 21.728862 78.271138
0.4/255 0.001569 15.162966 84.837034
0.5/255 0.001961 12.139821 87.860179
0.6/255 0.002353 10.392064 89.607936
0.7/255 0.002745  9.305621 90.694379
0.8/255 0.003137  9.258385 90.741615
0.9/255 0.003529  9.022201 90.977799

the DenseNet-121 architecture is highly susceptible to
iterative optimization, with PGD exploiting manifold
gaps at sub-pixel perturbation levels well below human
visual perception thresholds [7].

IV. Discussion

This section interprets the findings, connecting
observed vulnerabilities to safety implications and
defense mechanisms. The results demonstrate that
DenseNet-121 95.42% performance on clean data
does not correspond to robustness under adversarial
conditions. Comparing original and perturbed datasets
reveals a distinct performance drop [2][6][7]. Research
on both medical texts and images confirms that models
degrade despite high initial accuracy [6]. Consequently,
mitigating these risks requires multi-faceted defense
techniques, such as feature squeezing [50]. The
performance gap between PGD and FGSM highlights
the non-linear nature of high-dimensional decision
boundaries in deep CNNs. FGSM operates under a
linearity hypothesis, taking a single step along the raw
gradient, which frequently underfits the true adversarial
subspace. In contrast, PGD utilizes iterative gradient
optimization. By executing multiple smaller steps and
recalculating the local gradient, PGD effectively
navigates the high-dimensional curvature of the loss
landscape, exploiting structural fragility and inducing
metric decline [2][7][23].

Grad-CAM visualizations indicate that adversarial
modifications disrupt internal feature representations.
The model shifts its focus from clinically significant lung
regions to non-diagnostic areas [21], exploiting its
inability to distinguish between causal pathological
features and irrelevant noise [21][22]. In robust
samples, Grad-CAM reveals that the model maintained
focus on pertinent lung regions, indicating attack
success depends on modifying the internal feature

distribution [2][21]. Similar vulnerabilities in biometrics
underscore the transferability of these threats [51][52].

Error analysis mechanistically explains the
asymmetric vulnerability observed across diagnostic
categories, particularly the relative resilience of the
Viral Pneumonia class. Under the PGD attack
(€=0.1/255), Viral Pneumonia maintained a higher
recall (0.5075) and F1-score (0.4488) compared to
COVID-19 (0.1658) and Lung Opacity (0.1038).
Pathologically, COVID-19 and Lung Opacity rely on
subtle, low-contrast, high-frequency textural
anomalies. These localized features lie close to the
decision boundary and are disrupted by Le-
constrained high-frequency noise. Viral Pneumonia
typically presents with macro-structural infiltrates that
dominate lower spatial frequencies, which are less
susceptible to restricted gradient-based attacks. This
demonstrates that adversarial vulnerability is governed
by the spatial frequency of the diagnostic biomarkers.

To mitigate these vulnerabilities, future defense
strategies must transition from standard Empirical Risk
Minimization (ERM) to robust optimization frameworks.
The architecture's susceptibility advocates for the
implementation of Adversarial Training (AT) [53].
Mathematically, AT reformulates the training objective
as a robust min-max saddle point problem. By
continuously generating strong PGD adversaries
during the inner maximization loop and subsequently
updating the network parameters in the outer
minimization loop, the model is mathematically forced
to flatten its decision boundaries and resist high-
frequency spatial distortions [2][43][41][53].

Furthermore, addressing semantic decoupling
suggests that standard AT must be coupled with
attention-guided regularization. By penalizing the
Cosine Similarity divergence between clean and
adversarial activation maps during training, the network
is constrained to align its feature extraction strictly with
clinically relevant anatomical structures
[41][45][46][47][48][49]. Grad-CAM serves as a vital
bridge between quantitative performance loss and
internal model mechanics [22], providing transparency
in medicine [18][21]. Integrating interpretability analysis
is mandatory to ensure decisions rely on appropriate
clinical information [22].

V. Conclusion

This paper aimed to evaluate the adversarial
robustness of a DenseNet-121 model against Fast
Gradient Sign Method (FGSM) and Projected Gradient
Descent (PGD) attacks in classifying COVID-19 chest
X-ray images. The experimental results quantitatively
demonstrate a critical vulnerability in the unprotected
CNN architecture: while baseline accuracy on clean
data reached 95.42%, the introduction of Leo-
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constrained sub-pixel perturbations with
epsilon=0.1/255 significantly reduced the overall
accuracy to 59.28% under single-step FGSM and
25.32% under iterative PGD attacks. Furthermore, an
interpretability analysis utilizing Grad-CAM confirmed
that this severe performance degradation is driven by
semantic decoupling, where the model's predictive
focus deterministically shifts from clinically relevant
pulmonary features to spurious background noise.
These findings highlight that high baseline accuracy on
clinical datasets does not provide an empirical
guarantee of model reliability or patient safety under
adversarial conditions. Future work will focus on
integrating robust optimization frameworks, specifically
adversarial training paradigms and attention-guided
feature regularization, to strengthen the decision
boundaries of medical imaging architectures against
high-dimensional gradient-based attacks.
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